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Abstract  

State estimation (SE) is a core application supporting the situational awareness of power systems. Successful 
estimator design requires accurate knowledge about measurement error statistics, which are usually 
unknown and time-varying in reality. Traditional SE algorithms are based on heuristic measurement error 
assumptions yielding suboptimal error filtering performances. This talk will present a new SE paradigm 
based on the concept of adaptive estimation. Instead of ignoring or passively resisting the unknown error 
statistics, it proactively tracks this information and adapts the estimator online to maximize SE accuracy. 
This technique also enables remote calibration of both PMUs and SCADA meters without the need of field 
experiments. The talk will also present a simple yet highly discriminative detection method for false data 
injection attacks (FDIAs) against SE. As real-world FDIAs are always imperfect, they will induce unnoticeable 
mismatches between measurements and the grid model, reshaping measurement residual distributions 
outputted by SE. This nuance can be picked up by careful design of hypothesis testing. A unique strength of 
this approach is effective discrimination between FDIAs and actual grid events, as grid events do not create 
such mismatches or change measurement residual distributions. Case study results will be presented to 
demonstrate the superiority of the proposed methods over existing ones. 
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