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A Combined Analysis Method for EMSs Considering Cyber-Physical Interactions 

Abstract: The introduction of information and communications technology (ICT) helps traditional power grids 

evolve into cyber-physical smart grids, in which energy management systems (EMSs) play an important role. 

However, their cyber vulnerabilities may lead to inappropriate feedback control actions, thus disrupting power 

system operation. To describe the coupling mechanism between physical-side power grids and cyber-side EMSs, 

this talk will introduce our recent works on a combined cyber-physical analysis theory for EMSs, answering two 

generally concerned questions: how to quantitatively evaluate the degree to which cyber-side contingencies 

influence the power system operation; and how to optimize the information routings inside an EMS’s 

communication network to improve the operating security of physical-side power systems.  
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