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Abstract - The paper discusses substation IED data
integration and its importance for implementation of
automated analysis solutions. Recorded data collected
from various substation IEDs is stored into a substation
data mart that utilizes standardized file formats and a
database interface. The data mart provides a foundation
for multiple uses of substation data. Utilities are faced
with a challenge of how to bring together internal needs
and
requirements,
available
standards,
and
recommendations developed by professional organizations,
as well as the requirements imposed externally (i.e. NERC
standards). Sometimes, there is a challenge of
understanding what to expect from solutions that
implement all those requirements.
In this paper a data mart implementation concept for
automated integration and analysis of substation is given
first. The solution and implementation requirements are
discussed through realistic examples and evaluation of the
solution with a variety of test data. Evaluation examples
are based on both simulated fault data as well as the
actual fault disturbances captured in field by substation
IEDs. The presented test examples illustrate what can be
expected from substation data mart based solution for
automated analysis and how such a solution can be further
expanded.
Index Terms — smart grid, substation automation,
power system faults, power system monitoring, substation
data mart, automated fault analysis, fault location

I. INTRODUCTION
To achieve the goal of the smart grid, integration of
substation IED data often called “data warehouse” or
“data mart” is necessary. Converting data to information
to allow improved decision making requires automation,
which is referred to as an “information smart” approach.
The paper discusses automated integration of data from
substation IEDs and automated analysis of recorded
events [1].
Recorded event data collected from various substation
IEDs, often called non-operational data, is stored into a
substation data warehouse that utilizes standardized file
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formats and database interface [2]. The paper considers
implementation requirements to meet the internal
(company) and external (oversight) level standards and
recommendations (IEEE, IEC, NERC). The data
warehouse or data mart allows different software
modules to convert raw data to useful information
allowing for integration of different applications such as
disturbance detection and classification, relay and breaker
operation evaluation, fault location calculation, etc.
The automation allows the use of non-operational data
for operational purposes. It enables access to event and
configuration data and provides variety of analysis
reports and user interfaces. The open software design
allows a transparent interface to applications from variety
of vendors, an important feature of future information
smart systems. Handling the system configuration data at
device, substation, and system level is one of the biggest
challenges. Being able to access configuration
information that corresponds to particular IED event data
for a given time stamp enables efficient automation of the
analysis functions. The configuration data also helps the
integration of different analysis results into a
comprehensive analysis report. A good example is a twoend fault location calculation that is based on processed
data stored in the data mart.
Data mart implementation concept and implementation
requirements are discussed through an example solution.
The solution has been evaluated using data from both
simulations and field recorded fault cases.
II. DATA MART: IMPLEMENTATION CONCEPT

Dealing with data coming from IEDs from different
vendors typically implies use of vendor-specific data
communication and collection software. It is not
uncommon that a single vendor may have multiple
software packages for different equipment vintages. In
most cases it is possible to configure IEDs for automated
data retrieval and to assume that within a certain time
frame all newly recorded event files will be downloaded
and available on a file server on a corporate network.
NERC requirements for handling substation disturbance
data as well as for cyber security should be consulted for
proper implementation of communication and data
collection [3,4]. An important issue is that all substation
event data should be properly time stamped so that all of

the event records can be sorted in historical orders as well
as grouped into clusters of event files that correspond to a
single event [5].
Having the data collection process fully automated and
making IED data available on the file server is only the
first step for proper data integration. The second step is
to bring all the data into same format and make sure that
a quick search and retrieval is possible. This process
typically includes file conversion into unified nonproprietary standardized file format [6,7] and also require
knowledge of current system configuration [2]. The file
conversion process for each type of IED can also be
accompanied with device level analysis functions for
more efficient implementation.
A concept for substation automated analysis
implementation based on data mart is depicted in Fig. 1.
Substation IED data such as event records from digital
fault recorders (DFRs), digital protective relays (DPRs),
and other types are automatically collected and made
available to the solution [8].
The solution consists of:
• Processing and Analysis Client
• Data Manager
• Substation Data Mart (Data Warehouse)
• User interface

mapped to monitored power system components
(transmission lines, transformers) and the processing
includes fault type detection, disturbance classification,
and single-end fault location calculation [9]. There could
also be a processing and analysis software module for
each IED type group (DFR, DPR, CBR, etc.) and these
modules typically correspond to IED level functionalities
described in the previous section.
B. Data Manager

The Data Manager is responsible for broadcasting
reports and proper maintenance of the data warehouse
and centralized repository. In addition, it provides
functions for broadcasting notifications to selected users
via email and/or pager service. Optionally, the two-end
fault location function can be attached to the data
manager. The module demonstrated later in the paper
utilizes phasor-based algorithm for two-end fault location
calculation [9,10]. Every time the data manager receives
a new event file from one end of the line, it checks the
data warehouse for an event file from the remote end that
falls into predefined time frame. If such a file is located,
the two-end calculation is executed.
C. Substation Data Mart (Data Warehouse)

All the converted event data, analysis reports, and
system configuration are kept in the data warehouse. The
data warehouse implementation utilizes a standard
database engine and a centralized file repository. Keeping
the event data in non-proprietary standard file format
[7,8] enables direct access and use of fault data even with
standard file managers such as Windows Explorer or
Nautilus. The data base implementation should utilize
standard database interfaces such as the SQL subset that
will work with most database engines [11]. The solution
discussed implements the database interface using Java
technologies and JDBC, which allows easy interfacing to
a majority of modern database engines [12].
D. User Interface

Fig. 1. Data mart based solution
A. Processing and Analysis Client

All the IED records are being automatically converted
into a unified non-proprietary file format [6,7]. Signal
waveforms, namely voltages and currents, are being

The main user interface is web-based and enables users
to access data warehouse utilizing just a standard web
browser (for example, Internet Explorer or FireFox). The
layout is displayed in Fig. 2 below. It is important to note
that the interface is using only standard and “clean”
HTML/CSS technology [13].
For more elaborate user interfaces (not only webbased), there are variety of technologies available. In this
solution, for example, one of the latest Java technologies,
Web Start, is used for implementing the waveform and
report viewer (also shown in Fig. 2) that runs as a
desktop application on a client computer, but starts via
web server and does not need to be installed locally on the
user's computer [12].

[15]. Each simulation step produced test data quantities
from both ends of the simulated transmission line. The
time stamps inside generated COMTRADE files were
adjusted to allow pairing of simulated two end fault data,
thus allowing automated analysis software to recognize
those event files as if they were coming from a real
system.

Fig. 2. Web and desktop based user interfaces
III. IN-HOUSE EVALUATION

The described solution has been implemented and
currently being deployed in New York Power Authority
(NYPA) and FirstEnergy (FE). The initial evaluation has
been done using historical IED data (DFR and DPR
data), but in order to provide additional “good” data sets,
several fault events have been simulated using an ATP
model (Fig. 3) [14].
Four different types of faults have been simulated: a)
phase-to-ground, b) phase-to-phase, c) phase-to-phase-toground, and d) three-phase (Table I below). Each fault
type has been simulated at 50, 60, 70, 80, and 90 percent
from one end of the line (50, 40, 30, 20, 10 as “seen”
from the other end respectively) .

Fig. 3. ATP model used for in-house evaluation

The ATP output PL4 files have been exported
automatically into COMTRADE using digital simulator
software and a batch generator (BGEN) simulator tool

Fig. 4. Use of the batch generator tool for fault simulation

Fig. 5. Exporting simulated events to COMTRADE

All of the simulated IED data was processed
automatically with correct fault type and classification
outcome. The testing provided good insight into single-

and two-end fault location algorithm implementation as
well (Table I).
TABLE I

IN-HOUSE EVALUATION RESULTS
#

Fault
Type

Number
of cases

Single-end
Error [%]

Two-End
Error [%]

1

A-G

10

0.61 - 3.75

0.05 - 0.27

2

AB

10

0.59 - 2.57

0.01 – 0.48

3

AB-G

10

0.61 -2.57

0.05 – 0.21

4

ABC

10

0.42 – 2.57

0.05 - 0.44

Note: error % relative to line length

As expected, the two-end fault location calculation
displayed better accuracy for the simulated test data. For
successful two-end data analysis it is crucial that the IED
data coming from two ends of the same line are properly
synchronized. This can be a challenge even when GPS
clocks are being used since the devices on both ends may
be different IED types, versions, or vintage.

fault location calculation was providing good estimates
even when the angle difference between phasors taken
from two ends was 30 degrees (Fig. 6) . However, each
case may have its own sensitivity curve and these
observations were done primarily so that the authors get
“a feel” for what happens if there is a lack of excellent
synchronization between IED data obtained from two
ends.
IV. FIELD DATA EVALUATION

Field data examples discussed in this section are
obtained from an actual solution installation (Fig. 7). IED
data are collected from two substations (#1 and #2): a)
one DFR and seven DPRs; and b) one DFR and one DPR
(monitoring line towards substation #1) in substations #1
and #2 respectively. The distance between the two
substations is around 49 miles.

a) A-G fault at 0.50 (50%)

b) A-G fault at 0.90 (90%)

Fig. 7. Field setup configuration

Fig. 6. Two-end fault location vs. angle difference

Around 250 IED records have been processed and in four
instances there were nice examples of the same fault or
disturbance event being captured by multiple IEDs.

A simple “sensitivity study” with the simulated data has
been done to emulate two end fault data that is not fully
synchronized. With this set of simulated data it has been
identified that the implemented phasor-based two-end

A. Field Case One

In this case the actual fault was located on the
transmission line between substations #1 and #4 at 23.7

miles from substation #1. The fault event was captured
by six IEDs (Table II) including primary and backup
distance relays on that line and DFRs in both substations.
All the IED data was properly integrated. DPR data is
being converted into same revision of COMTRADE file
format and DPR reports are automatically parsed for
fault information. Both relays on the faulted line tripped
and calculated fault at around 24.9 miles. DFR data was
automatically converted and analyzed by the automated
processing function that correctly calculated the actual
fault location at 23.7 miles. It is important to note that
the data from other relays, although not providing the
fault location, can be useful for system protection
engineers to get a better assessment of what happened.

C. Field Case Three

The actual fault was B-G, but beyond the transmission
line between substations #1 and #4. Both the relay
calculation and DFR analysis calculation “saw” the fault
at the same location (Table IV).
TABLE IV

FIELD DATA EVALUATION – CASE THREE
#

IED/
Line

Time
Stamp

Fault
Type

Fault
Loc

1

DPR Line Primary
Sub #1 to #4

19:55:44.772

B-G

63.7

2

DPR Line Backup
Sub #1 to #3

19:55:44.933

B-G

375.5

3

DFR at line
Sub #1 to #4

19:55:44.925

B-G

63.8

TABLE II

FIELD DATA EVALUATION – CASE ONE

D. Field Case Four

#

IED/
Line

Time
Stamp

Fault
Type

Fault
Loc

1

DPR Line Primary
Sub #1 to #4

11:59.34.302

A-G

24.85

The actual fault was C-G on the transmission line
between substations #1 and #3 at around 8 miles from
substation #1 (Table V).

2

DPR Line Backup
Sub #1 to #4

11:59.34.307

A-G

24.93

FIELD DATA EVALUATION – CASE FOUR

3

DPR Line Primary
Sub #1 to #2

11:59.34.343

A-G

-414.7

4

DPR Line Primary
Sub #2 to #1

11:59.34.305

A-G

498.5

5

DFR at line
Sub #1 to #4

11:59.34.207

A-G

23.7

6

DFR at line
Sub #2 to #1

11:59.34.295

Not
Fault

N/A

TABLE V

B. Field Case Two

The actual fault was B-G on the transmission line
between substations #1 and #6 just outside substation #1
(Table III).
TABLE III

FIELD DATA EVALUATION – CASE TWO
#

IED/
Line

Time
Stamp

Fault
Type

Fault
Loc

1

DPR Line Primary
Sub #1 to #2

07:15:02.825

B-G

-7.49

2

DPR Line Primary
Sub #1 to #4

07:15:02.826

B-G

-4.32

3

DPR Line Primary
Sub #2 to #1

07:15:02.782

B-G

49.25

4

DFR at line
Sub #1 to #6

07:15:02.704

B-G

0.2

The data in the third and fourth row in Table III
correctly points the actual fault location, while other two
relays on lines towards substations #2 and #4 correctly
“saw” the fault behind (inverse fault).

#

IED/
Line

Time
Stamp

Fault
Type

Fault
Loc

1

DPR Line Primary
Sub #1 to #4

03:05:50.833

C-G

NA

2

DPR Line Backup
Sub #1 to #3

03:05:50.796

C-G

8.06

3

DPR Line Primary
Sub #2 to #1

03:05:50.797

C-G

146.3

4

DFR at line
Sub #1 to #3

03:05:50.806

C-G

8.4

V. CONCLUSIONS
The paper discusses substation IED data integration
and its importance for implementation of automated
analysis solutions. The following is being pointed out:
• Solution specifications have to meet requirements
defined by a given utility, available standards and
recommendations
developed by
professional
organizations (IEEE, IEC, etc.), and the external
requirements such as standards defined by NERC.
• Communication with substation IEDs should be
configured to enable automated and quick event data
collection while conforming to internal and external
networking security standards and polices.
• Automated data integration in a form of substation
data mart is a foundation for an automated fault
analysis solution. The data warehouse should
conform to available data format standards (IEEE,
IEC) and provide an interface for easy data access
and retrieval.

•

•

Testing and evaluation of data mart based solutions
for automated analysis may benefit from use of
advanced tools for fault simulation and test
waveform generation.
Benefits and “what to expect” discussion was
illustrated through several simulated and field
obtained fault data cases. Presented examples focus
on fault type detection and fault location calculation,
but should provide the readers with ideas on how
such solutions can be customized and grow to meet
needs of different utilities and variety of user groups.
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